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1 About this Document

1.1 Version

Version: 1.0, 2008-01-29
Author: Klaus Hofeditz and Frank Bergmann
Status: Advanced Draft

1.2 Scope

This manual describes how to install, administer and use the ]project-open[ “auth-ldap-adldapsearch” module. 

1.3 Audience

This manual is written for administrators of ]project-open[.
2 About LDAP
The Lightweight Directory Access Protocol, or LDAP, is an application protocol for querying and modifying directory services running over TCP/IP. 

From: http://en.wikipedia.org/
LDAP and in particular MS Active Directory today forms the backbone of user management in most organizations. The ]project-open[ LDAP module allows to access this infrastructure and to simplify the user management across.
3 Installing LDAP at ]project-open[ 
This chapter is written for System Administrators. It will lead you through the installation process.

3.1 LDAP Package Overview

The ]project-open[ LDAP package is distributed under the GPL open-source license. You can use, modify and redistribute them freely, according to the GPL.

You will need the following package:

· “auth-ldap-adldapsearch”: The core LDAP module with autentication etc.
The LDAP package relies on the “ldapsearch” command line tool from the “OpenLDAP” package in order to connect to the LDAP Server. Please make sure this software package is installed on your computer.

3.2 Obtaining the Software

3.2.1 Obtaining “auth-ldap-adldapsearch”

The package “auth-ldap-adldapsearch” is included in the standard of ]po[ installer, starting with V3.4.

You can obtain the software via CVS if you are running an earlier version of ]po[:

· cd /web/projop/packages

· cvs –d :pserver:anonymous@berlin.dnsalias.com:/cvsroot/ checkout auth-ldap-adldapsearch
3.2.2 Obtaining OpenLDAP
OpenLDAP is part of all major Linux distributions and included in the  ]po[ VMware installers. OpenLDAP is a stable package with few changes in the last years, so most versions of it should work together with ]po[.

3.3 Installing the Software

3.3.1 Installing OpenLDAP

Please refer to the Linux Administration Guide of your Linux distribution for the installation of OpenLDAP.

3.3.2 Installing “auth-ldap-adldapsearch”

Please make sure the package are available in the /packages/ directory of your ]po[ installation.

Then go to /acs-admin/apm/ URL and select “Install New Packages” and select the package for installation. Restart the server and go back again to /acs-admin/apm/ and check that the package is available.

4 LDAP Setup
4.1 Manual LDAP Check

Before configuring the LDAP module, we recommend that you test the LDAP connection manually at the command line. 

]po[ relies on the “ldapsearch” command tool to establish a connection to the LDAP server, so you can test the connection manually before configuring ]po[.

To check the validity of a username/password combination, we use the “ldapsearch –n” comand, which doesn’t perform any specific action, but returns an error if the username/password combination is wrong. An example call of the tool may look like this:

· ldapsearch -n -x -H ldap://ldap.project-open.com -D u=frank.bergmann @project-open.com,ou=People,dc=project-open,dc=com -w secret
This command should return a “0” return code and a first line NOT containing “Invalid credentials (49)”. For details please see the ldapsearch “man” page for details.
4.2 Setup a new LDAP Authority
The next step is to setup a new OpenACs “Authentication Authority”. This object controls the authentication of users:

· Go to Admin -> Auth Authorities (URL: /acs-admin/auth/)
· Create a new Authority with the following values:

· General Name: “LDAP” 
· Short Name: “LDAP”

· Enabled: “Yes”

· Authentication: “LDAP”

· Password Management: “LDAP”

· Account Registration: “LDAP”

· User Info: “LDAP”
· Batch sync enabled: “No”

· GetDocument implementation: “[image: image1.wmf]

--Disabled—“
· ProcessDocument implementation: “[image: image2.wmf]

--Disabled—“
·  Go back to the list of Authorites, click on your new Autority and choose ”Configure drivers for this authority”. In this page you will need to set specifc LDAP parameters that will differ between organizations.

· DNPattern: {username}@ctp.com

· UsernameAttribute: uid
· BaseDN: ou=People,dc=project-open,dc=com
· LdapURI: “ldap://ldap.project-open.com /”
4.3 Debugging LDAP

The main tool for debugging is the “error.log” file typically located in /web/projop/log/error.log. This log will show the “ldapsearch” command line and parameters for each authentication, so that you can verify parameters and manually execute the command to trace errors.

· cd /web/projop/log

· tail –f error.log | grep ldapsearch

This command will give you only the calls to “ldapsearch”. Copy & past these lines and execute the manually in the command line in order to drill-down further.
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