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1 About this Document

1.1 Version

Version: 1.0, 2006-08-15
Author: Klaus Hofeditz and Frank Bergmann
Status: Advanced Draft

1.2 Scope

This manual describes how to install, administrate and use the ]project-open[ OTP (One Time Passwords) security module. 

1.3 Audience

This manual is written for administrators and users of ]project-open[. 
2 One Time Passwords (OTPs)

2.1 About OTPs

The purpose of a one-time password (OTP) is to make it more difficult to gain unauthorized access to restricted resources, like a computer account. Traditionally static passwords can more easily be accessed by an unauthorized intruder given enough attempts and time. By constantly altering the password, as is done with a one-time password, this risk can be greatly reduced.

From: http://en.wikipedia.org/
The “intranet-otp” package is used in ]project-open[ as an extension of the normal password-based authentication mechanism. OTPs allow in combination with (optional) SSL encryption for (reasonably) secure access to critical corporate resources even in untrusted environments and/or over untrusted channels.

2.2 Requirements

The creation of the "intranet-otp" package has been motivated by a recurring conflict between security and user-friendliness:
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User-Friendliness:
The integration of external collaborators (freelancers and customers) into the project execution requires maximum user-friendliness in order to lower the access barriers for these users.

· Security:
The right of privileged users to access financial information poses a serious risk to a company. The increasing spread of spyware, key-loggers and network sniffers converts this risk into a security thread, as soon as a privileged user accesses the application over an unsecured channel such as a home aDSL line or an Internet café.

The "intranet-otp" packages provides a new type of balance between these two requirements by combining a secure access method with a logic to limit the use of OTPs to privileged users accessing the application from the insecure Internet.

2.3 Access Scenario

A typical scenario for the "intranet-otp" is a traveling board member who needs to consult information about a customer at an Airport Internet Café. 

The security mechanism of "intranet-otp" has been designed to deny a supposed hacker in the Internet Café to access the company system. For details and limitations please read the "security analysis" section further below.

3 Using One Time Passwords
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The use of OTPs is enabled autotically for each user depending on the privileges of the user and the connection channel (trusted Intranet or untrusted Internet), according to the rules laid out above. 

If the test is positive, the system will show the user an additional screen (see below on the right) to enter the OTP.

3.1 Multiple Failed Login Attempts

The system will lockout a user after multiple failed login attempts (by default 3). After that, the use of OTPs for the user is blocked, until the user himself (from a trusted network) or the administrator creates a new OTP list for the user.

3.2 10 Low OTPs Warning

The system will print out a warning if there are less then 10 (default) OTPs left on a user's list. This way, the user can setup a new OTP list himself.

4 Managing OTPs
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This chapter is written for  ]project-open[ users. It explains how users and administrators can setup and change OTPs (self-service):

1. The user's administration
component. There is a link
(red) to the OTP management 
screen.
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The OTP management screen
to see the current OTP list. 
The action menu allows creating
a new list and to print/email.
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3. The printer-friendly view. This page is designed
to let the user print a credit-card sized OTP list.

4.  Send per Email – this is particularly useful if
an administrator has reset the OTP list for a 
user.


5 Configuring "intranet-otp"

This chapter is written for System Administrators.

The configuration of "intranet-otp" mainly deals with two questions:

· Who is a "privileged user"? and

· What is a "secure network"?

The answer to these questions may depend on your company and on your network infrastructure, so "intranet-otp" has been designed with a certain degree of flexibility.

5.1 Configuring "Privileged Users"

The ]project-open[ permission system is used to define who is a "privileged user" by means of the two privileges "needs_otp_private" and "needs_otp_public". These privileges are used to define whether a user needs OTPs when accessing the system via a "private" or a "public" network (see next section).

The figure below shows a typical configuration. You can modify the configuration in the Admin -> Profiles section of your ]project-open[ server.

5.2 Configuring "Private" vs. "Public" Network

"Private" (=trusted) networks are defined using the "PrivateNetwork" parameter with the default value "10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16". These are the IANA defined ranges for anonymous IP addresses. 

# Private subnets according to IANA:

#

# 10.0.0.0/8

# 172.16.0.0/12  

# 192.168.0.0/16

5.3 Special Admin Rights

A special "AdminNeedsOtpP" parameter in the Admin -> Parematers section defines whether the above configuration should also apply to system administrators. Setting this parameter to "0" allows administrators to authenticate via simple password access in order to test and debug the configuration. However, this parameter should be set to "1" for production use.

6 Installing "intranet-otp"

This chapter is written for System Administrators. It will lead you through the installation process.

6.1 "intranet-otp" License

The “intranet-otp” ]project-open[ package is licensed under the “CL” proprietary license. Please see http://www.project-open.com/license/ for details. During Beta period, the software is available without license fee.

6.2 Obtaining the Software

You need to purchase the “intranet-otp” package from your ]project-open[ partner or from ]project-open[ directly.

During the Beta period you can download the software for free from www.sourceforge.net/ or you can checkout the software from our CVS version management system:

# cd /web/<your_server>/packages/

# cvs –d pserver:anonymous@berlin.dnsalias.com:/home/cvsroot checkout intranet-otp

6.3 Installing the Software

Please make sure the “intranet-otp” package are available in the /packages/ directory of your ]po[ installation. Then go to /acs-admin/apm/ URL and select “Install New Packages” and select the package for installation.

7 OTP Security Analysis

This chapter is written for security professionals and system administrators.

7.1 Security Challenge

We assume that an "attacker" is actively trying to obtain access to the account of a "user". In order to achieve access, our "attacker" has achieved complete control over user's computer and the network connection. For example, the attacker could be the system administrator of an Internet Café from which the user is regularly accessing a ]project-open[ instance. We assume that the attacker is familiar with ]po[ and possesses the source code of the entire ]po[ system, including the 'intranet-otp" package.

The question is whether OTPs will prevent the attacker from gaining access or better: how much effort does the attacker need to invest to gain access.

7.2 Summary

The summary of the following chapters is that the OTP algorithm is sufficiently hard so that the attacker won't be able to login into the system as user.

However, the attacker may manipulate the browser of compromised computer and gain access to the content transferred between ]po[ and the user.

7.3 Security Measures Taken

The following measure have been taken in order to prevent an attacker to gain access:

· SSL Encryption:
We assume that SSL (connection via HTTPS) is available to encrypt the network traffic between the user's (compromised) computer and the ]po[ server.
This measure will prevent the contents of the ]po[ communication to be protected. However, a sophisticated attacker might modify the browser in order to inspect the browser's cache, so we have to assume that the attacker will ultimately be able to record the contents of the user's sessions.

· Limited Number of Login Attempts:
The system by default only allows for 3 unsuccessful login attempts and will block the use of OTPs for the user afterwards.

· 16 bit OTPs:
Each OTP contains 16 bit of information or 2^16 = 65536 different possibilities, represented by 4 digits with 4 bit of information each.
The attacker has a chance of 1/2^14 = 0,0061% to hit the right combination with 4 attempts.

· No passwords in the URL:
No passwords are ever passed between pages via a URL. The communication between the first and the second OTP page (the fact that the static password was correct at the first page) is protected via a SHA-1 hash, which allows to determine whether the original password was ok without exposing the password clear text. The hash includes a timestamp set by the server, so the hash will only be valid during the "Login Timeout Period" of 300 seconds by default.

· OTP List Cryptographics:
The OTP list is based on a "shared secret" of 40 hex characters x 4 bit per character = 160bit. An attacker would need to know all of the 160 bits in order to predict the next OTP, due to the use of SHA-1. The OTP sequence is generated by repetitive application of SHA-1 to the shared sequence, effectively implementing a PRG (pseudo random generator). The RPG iterates at least once, protecting the first OTP from exposing bits of the shared secret.

7.4 Brute-Force Attack

In order to break the OTP list via a "brute force" attack, the attacker would first have to obtain enough information to reconstruct the shared secret. Assuming that each OTP contains 16 bit of information, the attacker would have to observe at least 10 successful login attempts of the same OTP list. (10 x 16bit = 160bit).

Second, the attacker would need to enumerate half of the 2^160 options to check for the collected information. Assuming an enumeration speed of 2^20 (~1.000.000) iterations per second on a powerful computer, this would take 2^139 seconds or 2*10^34 years.

7.5 Other Attacks

7.5.1 Broken SHA-1 Algorithm

The SHA-1 algorithm is known to be broken (see the Blog from Bruce Schneider). Collisions occur in 2^69 instead of 2^80 operations for the "same message" case.

This weakness would reduce the attacker's time by a factor of approximately 2 x 2^11, resulting in 2^117 seconds for complete analysis, which is save enough for our purposes.

7.5.2 Guessing the Shared Secret

An attacker may try to guess part of the shared secret's information content by collecting information about the server. The following information is included during the creation of the shared secret:

· The login time and password "salt" of last 10 logins: ~320 bit (10 x 32 bit)

· Microsecond system clock ticks: ~30 bit (10 digits)

· Unix process ID: ~16 bit

· HTTP Session variables: ~30 bit

These available entropy of ~400 bit should be sufficient for the given purpose, even if some parts of the information should be more guessable.

7.5.3 Denial of Service Attack

The attacker could perform a kind of "denial of service" to user by giving wrong OTPs for user, effectively locking out user from the system. This attack could be particularly unpleasant in the case of the system administrator who might find himself locked out of the system. The following section deals with this case.

8 Administrator's Lockout

A special situation can occur if an administrator fails to authenticate himself, particularly if the administrator needs to use OTPs from the private (trusted) network. In this case there is no standard option to logon to the system using the Web interface.

In this case you will have to reset the "otp_failed" field in the Administrator's file in the database using an SQL statement: "update users set otp_logins_failed=0 where user_id in (select party_id from parties where email='sysadmin@tigerpond.com')".

[image: image1.png]



	Ronda Sant Antoní, 51 1° 2a
08011 Barcelona, Spain
Tel.: +34 93 325 0914
Fax.: +34 93 289 0729


]project-open[ V3.2�One Time Passwords�Guide


� AUTHOR  \* MERGEFORMAT �Klaus Hofeditz and Frank Bergmann�, �V� DOCPROPERTY "Version"  \* MERGEFORMAT �1.0�, � DOCPROPERTY "Date completed"  \* MERGEFORMAT �2006-08-15�





�
�





�
Internet �(insecure)�
Intranet �(secure)�
�
Privileged �User�
OTP�
Normal�
�
Unprivileged �User�
Normal�
Normal�
�
OTPs are only required if a privileged user tries to access the application from outside the office.





�
Internet �(insecure)�
Intranet �(secure)�
�
Privileged �User�
OTP�
Normal�
�
Unprivileged �User�
Normal�
Normal�
�
OTPs are only required if a privileged user tries to access the application from outside the office.





�


A typical OTP configuration – Senior Managers, HR Managers and Sales need OTPs from a "public" network, while the Admin always needs it.





��The login process starts off as normal �with an email and a (static) password.�Normal users are signed in after this.





��Privileged users connecting from an untrusted network �are presented this additional screen asking for the OTP�(one time password)








